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INTROD UCCION Wellness Telecom @ @ CITIC

= El cibercrimen es una amenaza creciente:
« Interior informa de un aumento de un 106% de ataques a infraestructuras criticos
« Fugas de datos: Linkedin
« Organizaciones criminales vs hackers aislados
* Nuevos tipos de ataque: Ransomware, DDoS
» Las herramientas de seguridad actuales no funcionan:
« Seguridad perimetral
 Sistemas basados en firmas
= BI-Guardian es una nueva aproximacion a este problema:
« Deteccidn de anomalias vs seguridad perimetral
* Vision 360° de lo que ocurre en la organizacion y el exterior
« Big Data, Fast Data. Historico infinito. Deteccion en tiempo real
« Data Science: Ultimos avances en Machine Learning: Deep Learning, Graph Analytics
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SENSORES Wellness Telecom @ @ cimic

 REDES INTERNAS:
o Tcpdump
o Netflow
o Firewall
o IDS
o Anfivirus
o Syslog

- REDES EXTERNAS:

o Listas negras
o Exploits
o Dorks
o Redes sociales
o Deep Web
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PROCESADO EN TIEMPO REAL

Normalizacién (JSON)

{
"startTime": "2016-07-06T06:03:47.357z",
"timestamp": "2016-07-06T06:03:53.104z",
"flowStartMilliseconds": 1467785027357,
"reversePacketTotalCount": 238,
"packetTotalCount": 183,
"octetTotalCount": 9829,
"sourceTransportPort": 38124,
"ip.destination": "91.189.91.26",
"flowEndMilliseconds™": 1467785033104,
"destinationIPv4Address": "91.189.91.26",
"flowEndReason": 3,
"port.source": 38124,
"sourcelIPv4Address": "10.0.2.15",
"endTime": "2016-07-06T06:03:53.104z2",
"sensor": "netflow",
"reverseFlowAttributes": 0,
"port.destination": 80,
"protocolIdentifier": 6,
"flowAttributes": 0O,
"destinationTransportPort": 80,
"reverseOctetTotalCount": 562074,
"silkAppLabel": O,
"protocol": ¢,
"ip.source": "10.0.2.15"

}

"flowStartMilliseconds": 1467785027357,

"reversePacketTotalCount": 238,

"packetTotalCount": 183,
"octetTotalCount": 9829,

"sourceTransportPort": 38124,
"flowEndMilliseconds": 1467785033104,
"destinationIPv4Address": "91.189.91.26",
"flowEndReason": 3,

"sourceIPv4Address": "10.0.2.15",
"reverseFlowAttributes": 0,

"port.destination": 80,
"protocolIdentifier": 6,
"flowAttributes": 0,

"destinationTransportPort": 80,
"reverseOctetTotalCount": 562074,

"silkAppLabel": 0O

Enriquecimiento

"startTime": "2016-07-06T06:03:47.3572",
"timestamp": "2016-07-06T06:03:53.104z",
"flowStartMilliseconds": 1467785027357,
"reversePacketTotalCount": 238,
"packetTotalCount": 183,
"octetTotalCount": 9829,
"sourceTransportPort": 38124,
"ip.destipnation": "9071.189.01 26"

"destination.location": {
"lat": 42.3583984375,
"lon": -71.05979919433594

1,

"flowEndMilliseconds": 1467785033104,
"destinationIPv4Address": "91.189.91.26",
"flowEndReason": 3,

"port.source": 38124,
"sourceIPv4Address": "10.0.2.15",
"endTime": "2016-07-06T06:03:53.104z2",
"sensor": "netflow",
"reverseFlowAttributes": 0O,
"port.destination": 80,
"protocolIdentifier": ¢,
"destination.country": "United States",
"flowAttributes": O,
"destination.city": "Boston",
"destinationTransportPort": 80,
"reverseOctetTotalCount": 562074,
"silkAppLabel": O,

"protocol": 6,

"ip.source": "10.0.2.15" }
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EXPLOTACION DE DATOS

= DASHBOARDS
« Andlisis rapido y sencillo de datos indexados
« Actualizado en tiempo real

= NOTEBOOKS - L o VI o e
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* Andlisis avanzado del historico de datos ————— = -
- Creacion de modelos estadisticos — = -
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Zeppelin  Notebook - Interpreter Connecied " N :

Register RDD As Table FINISHED [> 3% {1 @

case class Health (year: String, state: String, category:String, funding_srcl: String, funding_scr2: String, spending: Integer)
val health = dataset.map(k=>k.split(",")).map

k => Health(k(2),k(1),k(2),k(3), k(4), k(5).toInt)

)

tabLe”)

("health_
able("health_table")

neal th.reg "
ealth.toDF().registerTemp
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Spending (In Billions) By & FiuisHeD [> = B & Spending (In Billions) By ¥ siis-e0 [> 35 6 & Spending (In Billions) By # sis=eD [> 3 &2 — Q
%sqgl ~ %sql - %sql - " ‘
select state, sum(spending)/1800 SpendinginBil select year,sun(spending)/1808 SpendinginBilli select category, sum(spending)/1080 Spendingin ook
lions D ons Billions D
from heslth_table from health_table from health_table Y
group by state = group by year group by category < |
order by SpendinginBillions = —
B | M | X seftings v ‘Eﬂ Lo | @
¢ | w2 F seftings~
@NSWEVIC @GLD WA @SA BTAS category SpendinginBillions
@ACT ONT @ Grouped QBSpkedinginBillions

TAS Public hospitals 445845

s Medical services 272507

Private hospitals 121.022

Benefit-paid pharmaceuticals 104 221

Dental services 90.786

Community health 75.765

Capital expenditure 72.698 Leafiet | © Elasec The Service
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DETECCION DE ANOMALIAS

oesia
Wellness Telecom ’( i i@ C'T'C

= Modelos estadisticos
« GMM
. LDA

= Deep Learning

« Autocodificadores Apilados

= Andlisis de Grafos:
 Centralidad
* Modelo semisupervisado:

e Random Forests

« Feedback Analista Seguridad
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PROXIMOS PASOS Wellness Telecom @ @ CITIC

» INSTALAR SENSORES EN OESIA y HCS
* INVENTARIO DE RED

= TESTEO DE ALGORITMOS

= VULNERABILIDADES

= ETC.
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